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DATA PROTECTION REGULATIONS 

Id
T

op
IQ

 



Unformation in the Era of Hyper Connectivity   May 26, 2016 

SAFE HARBOUR 

National authorities entitled to examine EU-US data transfers 

De Jure 
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DATA SHIELD 
Need to limit collection, encourage deletion  

 Power to enforce? 

De Jure 
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GDPR 
GENERAL DATA PROTECTION REGULATION 

 Data breach notification, security, pseudonymisation, encryption 

How to comply, how to enforce? 
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De Jure 

Wetsvoorstel   voor   Inlichtingen-   en   Veiligheidsdiensten 
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PNR 
PASSENGER NAME RECORD 

 Vague data collection and duration of storage  

 No obligation to share with member states 

De Jure 
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IPHONE 
DECRYPTION 

 
 

De Facto 

 
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The current legal frameworks focus on the collection and 
sharing of data (...) [and] should be supplemented by new 
standards for the analysis and use of data in Big Data 

processes. 

 
Netherlands Scientific Coucil for Government Policy 
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Desired Amendments 
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SURVEILLANCE| SECRETIVE SOCIETY 
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Surveillance Society 
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Secretive Society 
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Nazi Stasi 
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20st Century 
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21st Century? 
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UNFORMATION 
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IN DATA ANALYTICS... 

 
 

 
 

 
...ALL DATA WILL BE PII 

Hyper Connectivity & Data Analytics 
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Hyper Connectivity 
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Need to Know...                                               ... or Need to Share 
911...                                                                         ... or WikiLeaks 
Privacy...                                                      ...or wealth and safety 
 
 
 
 
 
 
To Know...                                                            ... or to Un-Know 
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Dilemma’s 
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Haystacks of irrelevant data will (…) 
                    inundate analysis (...)  

                                                                            and will cost lives  

William Binney, ex-NSA 



Unformation in the Era of Hyper Connectivity   May 26, 2016 

     Effect of Psilocybine on the Brain 
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CHALLENGES 
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Democratic governance & balance of powers 
 
 Access to information 
 

 Powers of comprehension 
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Societal Challenges 
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Balanced application of technologies 
 
 Cyber intelligence keeping pace with cyber arms race 

 
 Data protection keeping pace with cyber intelligence  

 
Robust cyber infrastructure 
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Technological Challenges 
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Possible Strategies 
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Block Chain                 &                    Percolation 
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